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[57] ABSTRACT

Apparatus, and accompanying methods for use therein, for
an ISDN LAN modem (300) (and various aspects thereof)
that is particularly, though not exclusively, suited for small
user environments and which contains an internal ISDN
router (305) having a self-contained network hub (340) for
inter-connecting multiple network devices, such as work-
stations (10), to each other through a local area network
(LAN) and for permitting each of those devices to each gain
access through the router to any one of a number of different
remote networks. Advantageously, to facilitate and simplify
its configuration, the LAN modem automatically adapts
itself to a current network environment of a workstation
connected thereto, via the LAN, and then communicates
with that workstation through a browser executing thereat to
obtain configuration information from a user situated at the
workstation. Additionally, the LAN modem, through use of
a multi-tiered routing hierarchy including both destination-

1997. and source-based routing, accommodates several modalities
U.S. application No. 08/938,369, Bhatia et al., filed Sep. 26 of network communication not heretofore possible in a
1997. conventional router. Specifically, several different worksta-
U.S. application No. 08/938,852, Bhatia et al., filed Sep. 26, ~ tions can simultaneously communicate through the LAN
1997. modem with a common remote network (60) and share a
U.S. application No. 08/938,851, Bhatia et al., filed Sep. 26, smgl; user account at a corresponding network service
1997. provider.
U.S. application No. 08/938,568, Bhatia et al., filed Sep. 26,
1997. 28 Claims, 41 Drawing Sheets
S 310~ @)
ISDN INTERFACE (314
312 40
: : | TRANCEIVER |'—'| FonT a0 | g ——
340 1% 15b
C::} cPU le,| ETHERNET T }ETHEHNET
330 HUB T PORTS
&ém 1
|
350\ 335, f3501
352 TNATOG 251 _ANALOG
CODEC sLc FRONT TELERHONE
= DTMF 356 358 !
RECEIVER ANALOG LINE os
390 354 INTERFACE | P%FéTS
ANALOG
(m— ANALOG LINE INTERFACE o, iﬁ%ﬁfﬁ’c"é
| WENORY 170 a0,
—
c:> 872 376
=g
WATCHDOG TIMER
4 ISDN ROUTER jOS




6,028,848

Sheet 1 of 41

Feb. 22, 2000

U.S. Patent

I Ol

HHOMLIN
310W3d

(NLSd)
MHOMLAN
INOHdI13L
G3HOLIMS
o1and

(31 b9)
32IA3a
INOHJ313L
HOTYNY OL

MHOMI3IN
310N3H

@ m_%wora
<z INOHJI 3L
A - @ DOTVNY
00€ \
) Y €02 “— 02
G2
PG L S140d

\ 001 DOTVYNY

\\|
(a+g2) ___ il
NGS! Soe o0t N~ 01
- ~ 43INOH ~ SNOILY.LSHHOM
oﬁ NaS! -

/ qst

aoL
ove” /' €0l
anH %
TENCENTE 51
SL N
S1HOd a1d
IW3AOW NV1 NasS B ENE




6,028,848

300N ONILNOY ANYHL

Sheet 2 of 41

Feb. 22, 2000

U.S. Patent

VS Dld POL
(ONISS3IHAAV JI1V1S) Yy3sn
SS3”aav di
ININVAYH3d
08S/qN82 | L'y'€21'222
0G [ MHOMLAN \_ A - - W3AOW
INOHd313L > NV
d3IHOLIMS g | NAslI
arnand 7oy
oom\

AHOMLIN
310W3Y4

'NOILO3INNOD INO OLNI
ddd MINITILTINN VIA

09 d3aNIGNOD °d%'g

-

13NGNS
dl
1N3INVIANH3d



6,028,848

Sheet 3 of 41

Feb. 22, 2000

U.S. Patent

SNOILVYNILS3J INJH344I10 OL
SNOILO3INNOD 310W3Y
SNOANVLINNIS OML

d¢ 9ld

INFANBISSY S5
ISSV SS3HAAv
AHOMLAN
310W3Y OINVNAQ TvNAd
GlL'e9° ¢l vee
0L
0S  S/O9

1'1'891°¢61

W3AaOoW
NV
NasI

INOHdI 131
@3IHOLIMS

S/PI9
fy3sn 8@&
b'eh’'L0le NOILYISNYHL

SS3HAAv
dl V001 ®

MHOMLIN
310W3H

INIWNDISSY SSIHAAY
09 dl DINYNAQ VOO0

S38S3HAAv
dl 31VAIHd

¥’ 1’89126
43sn
v'1'891°26L 0L

2'1'891°261
2'1'891°261
T43sn

204



6,028,848

Sheet 4 of 41

Feb. 22, 2000

U.S. Patent

LINNODOV GIHVYHS HONOHHL
SNOILOANNOD SNOINVLINWIS
¢ Ol $3SS3HAQV o
dSI A€ dl 31VAldd G'1'891°261
a3AIAOHd SS3HAAY dl .
2INgnd IT1ONIS OL G'1'891261 "y3sn
Q3LYISNYHL S3SSIHAAV dl _
J1VAIHd NOILYLSYHOM 01
b'1'891°26}
S/8Z L 00€
158 NOSI N 0% g [ 1891 6L 7 .
(NLSd) NQs! _= H3sn
oby3sn MHOMLIN W3AOW == ¥'1'891'261 01
ANOHd3 3L NV
a3HOLIMS NQasI €'1'891°261
2118nd
LNINNOISSY 43asn
SS3HAAV di ™
WHOMLIN L 643asn DINYNAQ VD01 N
310W3d J\ L'1'9'861 21891261 N\ 2 89426}
ty3zsn  INNODOV ‘43sn
09 43S H3SN INO 6oL




6,028,848

U.S. Patent Feb. 22, 2000 Sheet 5 of 41
300
A 310\ hddd
ISDN INTERFACE 314
312 [ 40
C:D ISDN [ anaog (" 1sON
TRANSCEIVER [T 7| FRONTEND " U INTERFACE
15a
340 156
Al
(::b CPU <o ETHERNET [«J—1— \ETHERNET
330 HUB * T ( PORTS
— < g 15
1 K\wc
\i 15d
DISPLAY
LATCH — " LEDs
350\ 335_) 350,
— 352 251  ANALOG
ANALOG | f _ TELEPHONE
CODEC f[er»{ SLIC e FESBIT « > INTERFACE
<:> k-'356 _358 #
DTMF ANALOG
RECEIVER ANALOG LINE DEVIGE
390 354 INTERFACE PORTS
25
ANALOG
(:__—_:) ANALOG LINE INTERFACE - »TELEPHONE
Kgs INTERFACE
2
#2
\_ 350,
MEMORY 370
[ DRAM | [
G——? 372- 376
FLASH
(2 SERAL EPrON S 330 FIG. 3
WATCHDOG TIMER
305
ISDN ROUTER




6,028,848

Sheet 6 of 41

Feb. 22, 2000

U.S. Patent

34NLO3LIHOHY FHVYMIHOS TIVHIAO

Vv Ol

-

0/€

0cov
\nN

AHOW3NW

015004 B

NOILVOIlddV

004}

HIOVNVIN
3JONVHNSSY

JHVMNHIS

ANNOHOMOVE

0¥
N

FHVMLIOS
NOILVOIddV

ANNOYO3IHOS

oLov

S/0




6,028,848

Sheet 7 of 41

Feb. 22, 2000

U.S. Patent

(3010A) S S1HOd . SUOHOBIOMU| JOYIO
30IA30 DOTYNY (v1va) 514 G E uoleuLioju| uoienbiuon - ------
/ - N\ of uoljeuuioju] Bufeublg = = = =
¢# 3OV4HILNI H# JOVAHAINI 30V4H3UNI Uied eje() mmmmmm— : | 7))
“TALBOTVNY 3L DOWNY NS G482
Yooy AWLa s - J ove
dNL0  -youmg ssbuly T NOOY-UORMS " |auueyn g [euueypcg  [suueyp ig NH 1wy
' ¢ A ! ’ 0
Jobury \ ’ . ' ’ \ 1
> ¢ 1 8cv oLY
‘S ey | P evr [emg ] oo oV | orv
A 1 1 eAq .mvvJ \| 1ouuey) 8 | [orsserduoseg JENTg] P
sanuq Boreuy Jamq Bojeuy HaAvILPUWEYD @ ossaiduion. | |_1oWeu3
\ 7 . "B A._.mwmmv Mo
2 g4: 17 9jqe . buinoy T
A% M H3AV R (LVN) uonersuel
. / \ \ /(Hon (260) | osmmm 2o puogssapydl [N
v, sy = NOWYQ ) (Luaq) aiqe, Bumnoy
A Y

Sl

08y »
2007 LA
an— [ B
o6y—"

104

INOD

TV

paseq - Uoileunsaq

2ev- §

Sev “gydol

$S3004d

WM ey
ov | FEERIN
9) -~ oLy
SOv—  .ebeuep Jaw ]
uoieanbiuo)) Bopyorem cov



6,028,848

Sheet 8 of 41

Feb. 22, 2000

U.S. Patent

NV NO DOid4vd1l O1 3Nad dN13S T1vO NASI

" JOAUP JoUUBYD-g

G 'Old

alj} 0} anenp)
JBqunu Bunrep woy joyoed
[ouueyO-g pue puas .jsuueyo-
Q| uoreunsaqg 0SS SuiwLg]ap 0 UlEDe | SpS
3J0WdY AES A/I.F LHES %040 1
uonedlpu| jpeuuog J[eo uonesipu]
uonedipu|
JualysI|qeIS3 yur] 148S QEmm
N | senbey . ges
NS Jano uonedlpu| | luswysaeis3 yuI
Iegiis | OV HAAC) | o7
Jsenbay (e A/.%
‘1sanbay dnieg |leo
‘anany) Buniep o)
1oxoed yur ‘dn si G1G
I[e2 §1 89S 0} |HES Abl
¥oeyQ .uolieunseq
sloway sliwisjep g
0} 3|1j0id %9YD %%_ww mﬁﬂm_ AOUI G0S
0} [Hgaasn | sseooid L
di/ddL 1s0y [eoo]
o1 puas | e woiliaxoey
Letv (32174 oSy ovy Gev 8cv
JETVEIS {04uo) Jejnoy NOW3VQ $56001d JaAuQ
SNQ [L:20] Kiepuodeg ddd di/d0L Jausyi3



6,028,848

Sheet 9 of 41

Feb. 22, 2000

U.S. Patent

1S3ND3H SNA OL 3NA dN13S T1vO NAsSI @ mu_u_
1GNP [SUUBYO-g
s s 099
aUnIep 0 | *——)
LS | s L,
$s800.d GG9
dl/dOL of anen T | dadeen
Buniep twoij 1ex0e >
puas ‘4 [ouueyo g 059 §5920.d d|/d01 0} puss
pue Q| uogeupseq | -—w | S9
Bl0WAY 8AB N,
100k 8BS UoReaIpU| soswo__sf TOTRaPU
Josuuo) jjen 11— 09
uonedipy|
JuawyslqelsI yur] | LHES dniss
0g9 —>
-\ | “jsenbey | geo
zowﬁ._ JET ) xw_m_ﬁw_muﬁ_v 5 Juswiysiqels3 yun
€y onos | JOVIRHOI | cz9
Jowy e Yejs ‘enenp) 029 ~ isenboy E
Buniep o) 19oed yury ]
‘dn si [led )l 89S 0} |HES 1sanbay dnjas I1eg 19
¥0oy") ‘uoneunsaq
JoWaY auluelep | J
0} al1jo1d %98y) 0
] 019
@mz alnol ALI Amowp
0l l4daesn | $s920id
diiddL 1504 820
OlpusS e Eou “e_orn_
(X444 19v oSy ovv Gy gct
JETNEIS [05}U0D Jeinoy NOW3vYa $59001d JoNQ
SNd Ied Arepuodes ddd dl/d3L Jouisyi



6,028,848

Sheet 10 of 41

Feb. 22, 2000

U.S. Patent

TIVO NASI ONIWOONI

#|ouuBYd g
pue q| uoieussq oV
9loWay aAeS
-~ ] 21572
uoeapU| ﬁsc% \usV_.&_mq_lv
J08uu0) B _+—0€2
uoleoIpT
Juswyslqels3 yur 148S dnjes
ob\ wanboy | cz/
Juswysi|qels3 yul
uotjedIpuy|
MOV 198uuo)

Z‘I mNN
1sonbay |1e)
OLL

G0L P 1ed

Ylomisu NQSI
WoJj 1908
dnjss |jeo
Ley Kel oSt 01474
JETVETS |0u0) Jenoy NOW3vQ
SNG en Arepuodes ddd

Gev

$5920.d
dl/dOL

L Old

8cvy

JETG|
JouIsY13



6,028,848

Sheet 11 of 41

Feb. 22, 2000

U.S. Patent

UONEWIOUI SNG
paios dnues|)

(X474

JANAS
SNd

1NO3NIL 317dl OL 3NA LOINNODISIA T1VO NASI

uoKeIPU| J08UL0SI [1D \%ﬁmm__\v
Gz8 - 139uU0dsI |leD
1B NaS .M_Hs_gw
108UU03SI(] oses|ey
omw-Nm%#i
198UL02SI
UORBUIULS YuI HEs
nues|n
\H%\gﬂ.ﬂ;o 18
S08 P UONBUILLID [ YuIT
saudx3
jsull ip|
LOY 0S¥ oy Gev
|04U0D) 19)N0Y NOW3va §5800Jd
] Aiepuodsg ddd diid1

8 'OId

8cv

JoNIQ
louiayig



U.S. Patent Feb. 22, 2000 Sheet 12 of 41 6,028,848

FIG. 9A
INITIAL
CONFIGURATION
PROCEDURE NORMAL
OPERATION
900
PACK 910
RECEIVED
FROM
_UNICAST
916~
973
A
2 omen DHCP ARP
i 930 926 REQUEST
928 (SENDER
) DISCARD |/ _/ iP =
| RRcker k DIRECTED
932 BROADCAST
s
DHCP DISCOVER L gas £ SUBNET,
P=IR)
. CHECK
DATABASE 416
942 DHF(;P OFFER
Ny DHCP REQUEST {
f §




U.S. Patent Feb. 22, 2000 Sheet 13 of 41 6,028,848

Y

945
OBTAIN AN AVAILABLE "/

IPADDRESSFROM | |
DATABASE 416

Y

SEND DHCPACK 950
BACKET INTO /
ETHERNET —

Y

SAVE WORKSTATION'S 955

! ETHERNET ADDRESS
OBTAINED FROM

DHCPREQUEST PACKET) | 4
IN'DATABASE 916

é 928
EXIT W

NORMAL
OPERATION

Y
53 SEND ARP REQUEST PACKET

SENDER IP = DIRECTED
BROADCAST ADDRESS OF SUBNET; | 960
TARGET IP = IPt); AND START }

ONE SECOND TIMER

—

Y

\@5
ARP
RESPONSE \ V0

RECEVED 968

(ERROR CONDITION)
970

966
“ STOP TIMER

975 978

1 SEC.
TIME’OUT

976



U.S. Patent Feb. 22, 2000 Sheet 14 of 41 6,028,848

FIG. 9C —=

SET LAN MODEM IP ADDRESS = IP; IN DATABASE 416:
SET SENDER IP AND ASSOCIATED ETHERNET
ADDRESSES IN DATABASE 416; 980
CALCULATE A SUBNET MASK THAT PUTS IR, AND IP;
ON THE SAME SUBNET AND CAN ACCOMMODATE
THE LEAST NUMBER OF HOSTS (BUT NO LESS THAN 4);
SAVE CALCULATED SUBNET MASK IN DATABASE 416;
SAVE 3 MORE IP ADDRESSES (IN THE SAME SUBNET)
IN DATABASE 416 TO ACCOMMODATE UP TO 3
MORE WORKSTATIONS

! ™

INITIATE RESET OF LAN MODEM
(WHEN IT COMPLETES RESET, IT WILL NO
LONGER BE IN FACTORY DEFAULT STATE)

é EXIT

FIG.
9A

FIG.
9B

FIG.
oC

FIG. 9



U.S. Patent Feb. 22, 2000 Sheet 15 of 41 6,028,848

FIG. 10 LOCAL APPLICATIONS
ROUTING 415 418 1000
ARCHITECTURE @ @ @ @ -~/
411 421
TO/FROM PRIMARY SECONDARY
ETHERNET +| ROUTER (PR} l<—>| ROUTER(SR) fe—torls'OFROM
LAN PROCEDUR PROCEDUR 40
§ _J
ISON ROUTER 1100 1200 ™
305
FIG. 11 Q9 ENTER
S
RECEIVE INCOMING PACKET (FROMLAN, | 1110
PROCEDUR ONE OF LOCAL APPLICATION 1000 OR
1100 SECONDARY ROUTER PROCEDURE 1200)
\ |
CHECK DESTINATION 1120
IP ADDRESS OF PACKET
1130
P a
ADDRESS 1165
7
- 1135
HOST ON IP ADDRESS OF OTHER IP
1 LOCAL LAN 1 LANMODEM | ADDRESS
SEND RECEIVED PACKET SEND RECEIVED
SO RECEIVED PACKET TO APPROPRIATE PACKET T0
WITHIN WORKSTATION 10) LOCAL APPLICATION SECONDARY ROUTER
(IN APPLICATIONS 1000) PROCEDURE 1200
V1140 v 1150 1160~ |




U.S. Patent Feb. 22, 2000 Sheet 16 of 41 6,028,848

ENTER
FIG. 12A .
A
SEé:é)LIJ\ITDEAhRY RECEIVE INCOMING PACKET (FROM WAN OR | 1203
PROLEDURE PRIMARY ROUTER PROCEDURE 1100) “
1200 ! 1206
— CHECK DESTINATION IP ADDRESS OF PACKET |/
\ 1215
SEND [ )
INCOMING ] | PACKET TO
FROM WAN PF({)IMARY
ROUTER >
(IP ADDRESS | PROCEDURE | 1216
INCOMING FROM = LAN MODEM 1100
PRIMARY ROUTER 1214 ORLOCAL HOST)

OBTAIN SOURCE IP ~
ADDRESS OF PACKET 1218

: 1220 ==
FIND CORRESPONDING ENTRY OF
PACKET IN HOST LIST 1300 |/ \

IS
ENTRY NOT
FOUND IN DATABASE
416 AND SOURCE NOT
LAN MODEM ?

1223 1228
f

DISCARD
PACKET \
1229

A

ENTRY FOUND IN

DAC')I'A%ASE OR PA%KET
RIGINATED FROM
LAN MODEM 12%
LOCAL HOST SEND PACKET .
1230 SET UP A MANUAL VIA THAT CALL )
1236

YES _~BACKET FROM

LAN M')ODEM
L/ 1239 Y




U.S. Patent

Feb. 22, 2000 Sheet 17 of 41 6,028,848

1238

1239 |

ACCESS HOST LIST 1300 TO DETERMINEWHICH ~ [1240
NETWORK SERVICE PROVIDERS (SPs) ARE )
PERMITTED FOR THE LOCAL HOST

Y

SEARCH THROUGH PRIVATE NETWORK ENTRIES 1242
IN NETWORK SERVICE PROVIDERLIST1350TO |/
DETERMINE IF DESTINATION IP ADDRESS OF PACKET
MATCHES IP ADDRESS IN NETWORK ID OF ANY
SUCH ENTRY

1243
YES

1244

1246

1248
K

SEARCH ENTRIES IN NETWORK SERVICE PROVIDER
LIST 1350 THAT ARE PERMITTED NETWORK SERVICE
PROVIDERS FOR THE LOCAL HOST FOR SUCH A
NETWORK SERVICE PROVIDER THAT IS AN ISP

1299

I 3

SEARCH ENTRIES IN NETWORK SERVICE PROVIDER
LIST 1350 THAT ARE PERMITTED NETWORK SERVICE
PROVIDERS FOR THE LOCAL HOST FOR SUCH A
PROVIDER THAT IS A PRIVATE NETWORK WITH
INTERNET ACCESS

FIG. 12B



U.S. Patent Feb. 22, 2000 Sheet 18 of 41 6,028,848

A
1261
2
DISCARD _
I .
1560 PACKET \1 oo
SYVES
1257—4 1264
ACCESS SOURCE BASED ROUTING TABLE 446 TO
DETERMINE WHETHER AN ISDN CALL IS CURRENTLY
ESTABLISHED TO THE NETWORK SERVICE PROVIDER
(PRIVATE NETWORK OR ISP)
1270
1238 1266 /4 1 29&
W 1S CALL vEs | ROUTE PACKET
ESTABLISHED TOSP VIA -
TO THIS THE EXISTING
FIG. 12C SP? 1268 CALL &1272
Y NO 1267
1273
QUEUE PACKET UNTIL AN ISDN CALL )
CAN BE PLACED TO THIS SP
FIG. |
12A i 1274
PLACE AN ISDN CALLTOTHIS SP (CALLSETUP- |/
EIG FIG. 5); AND AFTER CALL IS ESTABLISHED, .
: ROUTE PACKET OVER THIS CALL )
12B 1275
\
FIG. SEARCH THROUGH PRIVATE NETWORK ENTRIES | 1276 )
192G INNETWORK SERVICE PROVIDER LIST 1350 )
TO DETERMINE IF DESTINATION IP ADDRESS OF
PACKET MATCHES NETWORK ID OF ANY SUCH ENTRY
FIG. |
12D

FIG. 12








































































































































































