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SYSTEM FOR ENABLING INFORMATION
MARKETPLACE

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation-in-part application of
co-pending application Ser. No. 08/597,442 filed Feb. 2,
1996, now pending which itself claims priority to provi-
sional application Ser. No. 60/000,598, filed Jun. 30, 1995,
and provisional application 60/008,458, filed Dec. 11, 1995,
both of which are now expired and are incorporated herein
by reference.

FIELD OF THE INVENTION

The present invention relates to a system for controlling
access to collected data and, in particular, to a system for
enabling an information marketplace by allowing any one of
a number of different entities to place a value on data.

BACKGROUND OF THE INVENTION

The amount of information, as well as the number of
goods and services, available to individuals is increasing
exponentially. This increase in items and information is
occurring across all domains, e.g. sound recordings,
restaurants, movies, World Wide Web pages, clothing stores,
etc. An individual attempting to find useful information, or
to decide between competing goods and services, is often
faced with a bewildering selection of sources and choices.

Individual sampling of all items, even in a particular
domain, may be impossible. For example, sampling every
restaurant of a particular type in New York City would tax
even the most avid diner. Such a sampling would most likely
be prohibitively expensive to carry out, and the diner would
have to suffer through many unenjoyable restaurants.

In many domains, individuals have simply learned to
manage information overload by relying on a form of
generic referral system. For example, in the domain of
movie and sound recordings, many individuals rely on
reviews written by paid reviewers. These reviews, however,
are simply the viewpoint of one or two individuals and may
not have a likelihood of correlating with how the individual
will actually perceive the movie or sound recording. Many
individuals may rely on a review only to be disappointed
when they actually sample the item.

One method of attempting to provide an efficient filtering
mechanism is to use content-based filtering. The content-
based filter selects items from a domain for the user to
sample based upon correlations between the content of the
item and the user’s preferences. Content-based filtering
schemes suffer from the drawback that the items to be
selected must be in some machine-readable form, or
attributes describing the content of the item must be entered
by hand. This makes content-based filtering problematic for
existing items such as sound recordings, photographs, art,
video, and any other physical item that is not inherently
machine-readable. While item attributes can be assigned by
hand in order to allow a content-based search, for many
domains of items such assignment is not practical. For
example, it could take decades to enter even the most
rudimentary attributes for all available network television
video clips by hand.

Perhaps more importantly, even the best content-based
filtering schemes cannot provide an analysis of the quality of
a particular item as it would be perceived by a particular
user, since quality is inherently subjective. So, while a
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content-based filtering scheme may select a number of items
based on the content of those items, a content-based filtering
scheme generally cannot further refine the list of selected
items to recommend items that the individual will enjoy.

Co-pending application Ser. No. 08/597,442, filed Feb. 2,
1996, describes a method for recommending an item to a
user which begins by storing a user profile in memory for
each user. The user profile includes ratings given to items by
the user. An item profile is also stored in memory which
includes ratings given to the item by users. The profile of
each item rated by the user is retrieved from memory and
used to determine which other users of the system have rated
that item. The profile of each of those users is retrieved from
memory and a similarity factor between the initial user each
of the users that have rated the item is calculated. The
similarity factors are calculated responsive to the retrieved
user profiles. A set of neighboring users is selected respon-
sive to the similarity factors and a weight is assigned to each
of the neighboring users. The neighboring users and the
weights given to them are used together with the ratings
given to items by those neighboring users to recommend at
least one item to the initial user.

Users may, however, experience some reluctance in rating
items if they are not able to control access to their preference
information. This is understandable since the preference
information entered by the users will have a high degree of
personal content. In addition, users may enter demographic
information to further aid the recommendation process and
this data may be regarded as especially sensitive data. Since
entry of preference data is required in order to make rec-
ommendations to the user, and entry of demographic and
other data is helpful, a system needs to be provided which
allows the user to indicate whether he or she desires to allow
his or her data to be transmitted to nodes within a distributed
system. The user may also desire to specify certain nodes
which may receive the data and other nodes which should
not receive data.

SUMMARY OF THE INVENTION

The present invention allows a user to specify what types
of data can be transmitted to nodes in a distributed system
as well as specify on a per-node basis whether or not the
node should be allowed to receive data from the user. The
system also allows the user to place a value on the infor-
mation entered by the user. If a node is willing to pay an
amount equal to the value set by the user, then the node may
access the users information.

In one aspect, the invention relates to a system for
enabling an information marketplace which includes a cen-
tral server connected to a network. The server also includes
a server memory element for storing data and a table is
stored in the server memory element which associates data
with each of a plurality of nodes. The table indicates whether
or not the node has authorization to access the associated
information. In some embodiments, the table is stored in a
different memory element from the data. In other
embodiments, the table indicates whether the associated
node has authorization to access the information by setting
a bit to a predetermined value. In other embodiments, the
associated data is encrypted and the server decrypts the data
before transmitting it to a requesting node.

In another aspect, the invention relates to a system for
enabling an information marketplace which includes a cen-
tral server. The central server is connected to a network and
includes a memory element for storing data. The data is
encrypted with one or more encryption keys which the node
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must have in order to successfully decrypt the data. In one
embodiment one of the encryption keys is the user’s pass-
word. In another embodiment the server transmits the
decryption key to the node. In still other embodiments the
server decrypts the data for the node before transmitting the
data.

In still another aspect, the invention relates to a method
for enabling an information marketplace which begins by
encrypting data stored in a server memory element. A
request for data is received from a node and the server
transmits the requested data to the node. In other embodi-
ments the server also transmits the decryption key to the
node. In still other embodiments the server decrypts the data
before transmitting it to the node.

BRIEF DESCRIPTION OF THE DRAWINGS

This invention is pointed out with particularity in the
appended claims. The above and further advantages of this
invention may be better understood by referring to the
following description taken in conjunction with the accom-
panying drawings, in which:

FIG. 1 is a flowchart of one embodiment of the method;

FIG. 2 is a diagrammatic view of a user profile-item
profile matrix;

FIG. 3 is a flowchart of another embodiment of the
method;

FIG. 4 is a block diagram of an embodiment of the
apparatus,

FIG. 5 is a block diagram of an Internet system on which
the method and apparatus may be used;

FIG. 6 is a block diagram of a distributed system for
facilitating exchange of user information and opinion;

FIG. 7 is a flow chart of the steps taken to register a user;
and

FIG. 8 is a flow chart of the steps taken to verify whether
an alias is in use.

DETAILED DESCRIPTION OF THE
INVENTION

As referred to in this description, items to be recom-
mended can be items of any type that a user may sample in
a domain. When reference is made to a “domain,” it is
intended to refer to any category or subcategory of ratable
items, such as sound recordings, movies, restaurants, vaca-
tion destinations, novels, or World Wide Web pages. Refer-
ring now to FIG. 1, a method for recommending items
begins by storing user and item information in profiles.

A plurality of user profiles is stored in a memory element
(step 102). One profile may be created for each user or
multiple profiles may be created for a user to represent that
user over multiple domains. Alternatively, a user may be
represented in one domain by multiple profiles where each
profile represents the proclivities of a user in a given set of
circumstances. For example, a user that avoids seafood
restaurants on Fridays, but not on other days of the week,
could have one profile representing the user’s restaurant
preferences from Saturday through Thursday, and a second
profile representing the user’s restaurant preferences on
Fridays. In some embodiments, a user profile represents
more than one user. For example, a profile may be created
which represents a woman and her husband for the purpose
of selecting movies. Using this profile allows a movie
recommendation to be given which takes into account the
movie tastes of both individuals. For convenience, the
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remainder of this specification will use the term “user” to
refer to single users of the system, as well as “composite
users.” The memory element can be any memory element
known in the art that is capable of storing user profile data
and allowing the user profiles to be updated, such as disc
drive or random access memory.

Each user profile associates items with the ratings given
to those items by the user. Each user profile may also store
information in addition to the user’s rating. In one
embodiment, the user profile stores information about the
user, €.g. name, address, or age. In another embodiment, the
user profile stores information about the rating, such as the
time and date the user entered the rating for the item. User
profiles can be any data construct that facilitates these
associations, such as an array, although it is preferred to
provide user profiles as sparse vectors of n-tuples. Each
n-tuple contains at least an identifier representing the rated
item and an identifier representing the rating that the user
gave to the item, and may include any number of additional
pieces of information regarding the item, the rating, or both.
Some of the additional pieces of information stored in a user
profile may be calculated based on other information in the
profile, for example, an average rating for a particular
selection of items (e.g., heavy metal albums) may be cal-
culated and stored in the user’s profile. In some
embodiments, the profiles are provided as ordered n-tuples.
Alternatively, a user profile may be provided as an array of
pointers; each pointer is associated with an item rated by the
user and points to the rating and information associated with
the rating.

A profile for a user can be created and stored in a memory
element when that user first begins rating items, although in
multi-domain applications user profiles may be created for
particular domains only when the user begins to explore, and
rate items within, those domains. Alternatively, a user profile
may be created for a user before the user rates any items in
a domain. For example, a default user profile may be created
for a domain which the user has not yet begun to explore
based on the ratings the user has given to items in a domain
that the user has already explored.

Whenever a user profile is created, a number of initial
ratings for items may be solicited from the user. This can be
done by providing the user with a particular set of items to
rate corresponding to a particular group of items. Groups are
genres of items and are discussed below in more detail.
Other methods of soliciting ratings from the user may
include: manual entry of item-rating pairs, in which the user
simply submits a list of items and ratings assigned to those
items; soliciting ratings by date of entry into the system, i.c.,
asking the user to rate the newest items added to the system;
soliciting ratings for the items having the most ratings; or by
allowing a user to rate items similar to an initial item
selected by the user. In still other embodiments, the system
may acquire a number of ratings by monitoring the user’s
environment. For example, the system may assume that Web
sites for which the user has created “bookmarks” are liked
by that user and may use those sites as initial entries in the
user’s profile. One embodiment uses all of the methods
described above and allows the user to select the particular
method they wish to employ.

Ratings for items which are received from users can be of
any form that allows users to record subjective impressions
of items based on their experience of the item. For example,
items may be rated on an alphabetic scale (“A” to “F”) or a
numerical scale (1 to 10). In one embodiment, ratings are
integers between 1 (lowest) and 7 (highest). Ratings can be
received as input to a stand-alone machine, for example, a
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user may type rating information on a keyboard or a user
may enter such information via a touch screen. Ratings may
also be received as input to a system via electronic mail, by
telephone, or as input to a system via a local area or wide
area network. In one embodiment, ratings are received as
input to a World Wide Web page. In this embodiment, the
user positions a cursor on a World Wide Web page with an
input device such as a mouse or trackball. Once the cursor
is properly positioned, the user indicates a rating by using a
button on the input device to select a rating to enter. Ratings
can be received from users singularly or in batches, and may
be received from any number of users simultaneously.

Ratings can be inferred by the system from the user’s
usage pattern. For example, the system may monitor how
long the user views a particular Web page and store in that
user’s profile an indication that the user likes the page,
assuming that the longer the user views the page, the more
the user likes the page. Alternatively, a system may monitor
the user’s actions to determine a rating of a particular item
for the user. For example, the system may infer that a user
likes an item which the user mails to many people and enter
in the user’s profile and indication that the user likes that
item. More than one aspect of user behavior may be moni-
tored in order to infer ratings for that user, and in some
embodiments, the system may have a higher confidence
factor for a rating which it inferred by monitoring multiple
aspects of user behavior. Confidence factors are discussed in
more detail below.

Profiles for each item that has been rated by at least one
user may also be stored in memory. Each item profile
records how particular users have rated this particular item.
Any data construct that associates ratings given to the item
with the user assigning the rating can be used. It is preferred
is to provide item profiles as a sparse vector of n-tuples.
Each n-tuple contains at least an identifier representing a
particular user and an identifier representing the rating that
user gave to the item, and it may contain other information,
as described above in connection with user profiles. As with
user profiles, item profiles may also be stored as an array of
pointers. Item profiles may be created when the first rating
is given to an item or when the item is first entered into the
system. Alternatively, item profiles may be generated from
the user profiles stored in memory, by determining, for each
user, if that user has rated the item and, if so, storing the
rating and user information in the item’s profile. Item
profiles may be stored before user profiles are stored, after
user profiles are stored, or at the same time as user profiles.
For example, referring to FIG. 2, item profile data and user
profile data may be stored as a matrix of values which
provides user profile data when read “across,” i.c. when
rows of the matrix are accessed, and provides item profile
data when read “down,” i.e. when columns of the matrix are
accessed. A data construct of this sort could be provided by
storing a set of user n-tuples and a set of item n-tuples. In
order to read a row of the matrix a specific user n-tuple is
accessed and in order to read a column of the matrix a
specific item n-tuple is selected.

The additional information associated with each item-
rating pair can be used by the system for a variety of
purposes, such as assessing the validity of the rating data.
For example, if the system records the time and date the
rating was entered, or inferred from the user’s environment,
it can determine the age of a rating for an item. A rating
which is very old may indicate that the rating is less valid
than a rating entered recently, for example, users’ tastes may
change or “drift” over time. One of the fields of the n-tuple
may represent whether the rating was entered by the user or
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inferred by the system. Ratings that are inferred by the
system may be assumed to be less valid than ratings that are
actually entered by the user. Other items of information may
be stored, and any combination or subset of additional
information may be used to assess rating validity. In some
embodiments, this validity metric may be represented as a
confidence factor, that is, the combined effect of the selected
pieces of information recorded in the n-tuple may be quan-
tified as a number. In some embodiments, that number may
be expressed as a percentage representing the probability
that the associated rating is incorrect or as an expected
deviation of the predicted rating from the “correct” value.

Since the system may be hosted by any one of a number
of different types of machines, or by a machine that is
reconfigured frequently, it is desirable to provide data stor-
age for profiles in a hierarchical, isolated manner. The term
“isolated,” for the purposes of this specification, means that
the interface to the physical memory elements storing item
and user profiles is abstracted, i.e. the system interacts with
the physical memory elements through a defined data object.
Although the description of such a data object is couched in
terms of profile data and the associated system for recom-
mending items to users, the data object can be used in any
system requiring that access to data be provided in an
isolated, hierarchical manner, such as databases or distrib-
uted file systems.

A data object of the sort described provides an abstraction
of a physical memory in which profiles are stored. The data
object includes an interface for storing data to the physical
memory, an interface for retrieving data from the physical
memory, an interface for searching the physical memory,
and a link to another data object. In some embodiments the
data object is provided with “batch” capability, which will
described in detail below.

The interfaces for storing and retrieving profiles from a
physical memory implement those functions in a physical
memory-specific manner. For example, a data object pro-
viding an abstraction of a disk drive memory would accept
a “store profile” or “retrieve profile” command from the
system and issue the appropriate device driver commands to
the disk drive with which it is associated. These commands
may include a simple translation of the “store profile”
command received into a “write” command issued to the
disk drive, or the data object may translate “store profile”
command into a series of “write” commands issued to the
disk drive. Profile data retrieved from the physical memory
is provided to the system via the interface for retrieving data.

The interfaces for storing and retrieving data may be
provided as independent functions, dynamically loaded
libraries, or subroutines within the object. It is only neces-
sary for the data object to access the underlying physical
memory element to retrieve and store the data element, i.e.
profile, requested; the data object need not implement func-
tions provided by the memory element unless it is desirable
to do so. For example, a data object representing a cache
memory need not implement functionality for retrieving
cache misses from main memory, although it may be desir-
able to implement a “cache flush” command in the data
object that could be used to reset the underlying physical
memory.

The data object includes an interface for searching the
physical memory. The interface accepts one or more crite-
rion for screening data retrieved from the underlying physi-
cal memory. For example, the system may instruct the data
object to retrieve all profiles having ratings for a particular
item in excess of“5.” Alternatively, the system could instruct




























































