United States Patent [

Douceur et al.

US005995971A

5,995,971
Nov. 30, 1999

[(11] Patent Number:
451 Date of Patent:

[54] APPARATUS AND ACCOMPANYING
METHODS, USING A TRIE-INDEXED
HIERARCHY FOREST, FOR STORING
WILDCARD-BASED PATTERNS AND, GIVEN
AN INPUT KEY, RETRIEVING, FROM THE
FOREST, A STORED PATTERN THAT IS
IDENTICAL TO OR MORE GENERAL THAN
THE KEY

[75] Inventors: John R. Douceur, Bellevue; Ofer Bar,
Newcastle; Yoram Bernet, Seattle, all

of Wash.
[73] Assignee: Micdrosoft Corporation, Redmond,
Wash.
[21] Appl. No.: 08/933,477
[22] Filed: Sep. 18, 1997
[51] It CLE oo GO6F 17/30
[52] US.ClL e 707/102; 707/3; 707/100;
395/200.75; 395/200.48; 395/892
[58] Field of Search ..........cccccvvnnnnce. 707/3, 100, 102,
707/536; 326/39, 41, 105; 395/892, 200.75,
200.48; 382/187, 225, 228; 704/8, 257;
370/408
[56] References Cited
U.S. PATENT DOCUMENTS
5,500,600  3/1996 KEAN weormerveeeemerrrereeeeeeseseesrenennns 326/41
5,519,858 5/1996 Walton et al. .....ceveviiviininnnne 707/10
5,524,254  6/1996 Morgan et al. ... .. 395/200.75
5,768,632  6/1998 Husted et al. .....cccevverrereevennnne 395/892
OTHER PUBLICATIONS
Abho et al., “Chapter 3—Trees”, Data Structures and Algo-

rithms, (© 1983, Addison—Wesley Publishing Company,
Inc.), pp. 75-106.

Bailey et al., “Pathfinder: A Pattern—Based Packet Classi-
fier”, Proceedings of the First Symposium on Operating
Systems Design and Implementation (OSDI) USENIX
Association, Nov. 14-17, 1994, pp. 115-123.

ENTER (3 HODE INSERT (POINTER, PREVIOUS BT EXAMINED)

ST O 0 s |10 180
BIT_ EXAMINED PLUS ONE /

NODE INSERT ROUTINE

INCREMENT INDEX
1638

1812 ]
4o PATTERN AND POINTED 70
NODE DISAGREE ABOUT
INDEXED HIT 2
1614 s

ALLOCATE NEW BRANCH NODE:
SET NEW N??DD[ESSVALUE }0 DISIUNCTION OF Pm[ﬁNS D POINTED 10 NoDE'S VALUE

N F -1
SET NODE'S CHILD S[L[CI[D BY INDEXED BT QF POINTED IO NKODE'S VALUE 70
POINTED-TQ NODE; SET NODE'S PIVOT BIT TO BIT INDEX.

1615 160
ol T 1625 T MO0ES 0D

SELECTED
THEXED EII UF
PA'H[RNS VALUE

IMASK [OUAL TO

ONE 7~
182570

CALL REPUCATE ROUTINE 1900 WITH 2865 | 160
{POINTED-T0 NODE, NOEXED BT
SET PONTER AND NEW BRANCH NOGE'S [zl
CHILD SELECTED BY INDEXED BIT OF
FATIERN'S VALUE T0 REPLICATE

|~ 1635

Bell et al.,, “Longest-match String Searching for Ziv—Lem-
pel Compression”, Software—Practice and Experience, vol.
23, No. 7, Jul. 1993, pp. 757-771.

Devroye, “A Note on the Probabilistic Analysis of Patricia
Trees”, Random Structures and Algorithms, vol. 3, No. 2,
1992, pp. 203-214.

(List continued on next page.)

Primary Examiner—Thomas G. Black

Assistant Examiner—Diane D. Mizrahi

Attorney, Agent, or Firm—Michaelson & Wallace; Peter L.
Michaelson

[57] ABSTRACT

A technique, specifically apparatus and accompanying
methods, which utilizes a trie-indexed hierarchy forest
(“rhizome™) that accommodates wildcards for retrieving,
given a specific input key, a pattern stored in the forest that
is identical to or subsumes the key. The rhizome contains a
binary search trie and a hierarchy forest. The search trie
provides an indexed path to each unique, most specific,
pattern stored in a lowest level of the hierarchy forest and
also possibly to increasingly general patterns at higher levels
in the pattern hierarchy. The hierarchy forest organizes the
patterns into nodal hierarchies of strictly increasing gener-
ality. For use as a packet classifier, the rhizome stores
wildcard-based packet classification patterns at separate
corresponding pattern nodes, along with, corresponding
“reference” fields associated therewith. Operationally, as
each different queue is established or removed, a corre-
sponding classification pattern is either inserted into or
removed from the rhizome. A search key is formed for each
packet, typically by concatenating classification fields, e.g.,
source and destination addresses and source and destination
port designations, appearing in a header of the packet. The
search key is then applied to the rhizome to determine
whether that key exists therein, by virtue of either matching
an identical classification pattern or being completely sub-
sumed within a more general pattern stored therein. When
such a classification is found, the classifier returns the
contents of the associated reference field, which for
scheduling, is a designation of a transmission queue to
which the packet is to be directed.
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